

[bookmark: _Hlk207630211]Kickstart Vision To Reality Private Limited
Head Office: ML 01 Sanjay Vihar Awas Vikas 
New Gujjar Building Near SBI Bank Meerut Road 
Hapur Uttar Pradesh 245101
Cin: U74999UP2021PTC153034
DATA SECURITY POLICY
Kickstart Vision to Reality Pvt. Ltd.
Office: Hapur, Uttar Pradesh

1. Purpose
The purpose of this Data Security Policy is to establish standards and procedures to protect the confidentiality, integrity, and availability of information and data handled by Kickstart Vision to Reality Pvt. Ltd. (KVR).

2. Scope
This policy applies to:
· All employees, consultants, advisors, and contractors of KVR.
· All company systems, applications, devices, and cloud services.
· All customer, employee, and partner data (including personal and sensitive data).

3. Objectives
· Protect company and client information from unauthorized access, disclosure, alteration, or destruction.
· Ensure compliance with Information Technology Act, 2000, IT Rules 2011, and other applicable data protection laws.
· Establish employee responsibilities for safeguarding data.

4. Data Classification
· Public Data: Information approved for public disclosure (e.g., marketing material).
· Internal Data: Company internal documents not for public use.
· Confidential Data: Client records, employee records, financial data.
· Sensitive Personal Data: Aadhaar, PAN, banking details, biometric data.

5. Employee Responsibilities
· Employees must use strong passwords and multi-factor authentication (MFA) where applicable.
· Confidential data must not be shared over personal email, WhatsApp, or unsecured channels.
· All devices (laptops, mobiles) must be password/PIN protected.
· Any data breach or suspicious activity must be reported to the Data Protection Officer (DPO) immediately.

6. Data Storage & Access
· Data should be stored only on company-approved devices, servers, or cloud services.
· Access to confidential/sensitive data will be on a need-to-know basis only.
· Removable media (USB, external HDD) should not be used without approval.
· Regular data backups must be taken and stored securely.

7. Data Transfer & Communication
· All sensitive data transfers must be encrypted (SSL, VPN, etc.).
· Sharing of confidential data with third parties requires NDA (Non-Disclosure Agreement).
· Employees are prohibited from uploading client data to unauthorized cloud services.

8. Monitoring & Compliance
· The IT/Admin team will monitor system usage and data access logs.
· Periodic audits will be conducted to ensure compliance with this policy.
· Any employee found violating this policy may face disciplinary action, including termination.

9. Incident Response
In case of a data breach, the following steps must be taken:
1. Report incident immediately to the Data Protection Officer (DPO).
2. Contain the breach (disable accounts, restrict access).
3. Investigate cause and impact.
4. Notify management, legal authorities, and affected stakeholders (if required).
5. Implement corrective measures.

10. Policy Review
This policy shall be reviewed annually or as required by law. Updates will be communicated to all employees.

11. Acknowledgment
All employees must sign a confirmation stating they have read, understood, and will comply with this Data Security Policy.

✍️ Authorized By:
Kickstart Vision to Reality Pvt. Ltd.
Date: ____________________
Place: Ml 01 Sanjay Vihar Awas Vikas Near SBI Bank Meerut Road Hapur Uttar Pradesh 245101
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